M 375 — Homework 5

1051

Given aprime number p =11, aprimitiveroot a =2, and the public key of user A e, =9 the
private key d, for the key exchange algorithm is the solution of the equation:

a’ =e, modp,i.e 2" =9mod11.

To solve this equation compute alookup table for powers of 2 (mod 11):

d 29 mod11
1 2

2 4

3 8

4 5

5 10

6 9 N
7 7

8 3

9 6

10 1

Fromrow 6 weget d, =6.

10.5.2
Given private key of A d, =6, publickey of A e, =9, and private key of B d; =8, public key
e =3.

K s =Kg, =€ =ep =3° =9° =3mod11.
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1151

The prime p and the primitive root a are public, (C,, C,) issent. Since C, =a*“ = k=log, C,. If
we could compute the discrete logarithm in a quick way, we could get k. Furthermore
C,=K-M = M =C,-K™ and K =€ (eisapublic key), so we could get the message M.

1152

The message M =30. Prime number p =71, primitiveroot a=7. Public key e=3. First part
of the cryptogram C, =59.

a* =7 =50mod71

Lookup table for k:

K 7 mod71

1 7

2 49

3 59 N
So, k =3.

K=e'=3=27

And

C,=K-M =27-30=29mod71.
So, C, =29.

Page 197, problem 10

p

On average k = > That means logk = Iog( D

2
multiplication happens twice (for C, =a* and K =¢*) so the total amount of multiplicationsis
2-(Iog p—l): 2logp-2=2logp.

): logp—log2=Ilog p—1. Thiskind of
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