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A-72 Appendix B Solutions and Hints fo Selected Exerclses

Because 27 = 16 + 8 4 2 + 1, we first perform the follow- 31 a. Step 1:210=13.16 +2, and 502 = 210 — 16-13

25,

26,

ing computations:

13! = 13 (mod 55)
13? = 4 (mod 55)

20! = 20 (mod 55)
20% = 15 (mod 55)
13! = 4 =16 (mod 55) 20" = 15% = 5 (mod 55)
138 = 16* = 36 (mod 55) 20* =25 = 5 (mod 55)
1316 = 362 = 31 (mod 55) 20" = 25? = 20 (mod 55)
9! = 9 (mod 55)
9% = 26 (mod S5)
9* = 26% = 16 (mod 55)
98 = 16% = 36 (mod 55)
9!6 = 362 = 31 (mad 55)
Then we compute
137 mod 55 = (31-36-4-13) mod 55 = 7,
20% mod S5 = (20-25-15-20) mod 55 = 15,
9% mod 55 = (31:36.26.9) mod 55 = 4.

Finally, because 7, 15, and 4 transiate into letters as G, O,
and D, we see that the message is GOOD.
Hint; By Theorem 5.2.3, using a in place of r and - 1
in place of n, we have I +a4at+++ +a"1 = ‘;:ll.
Multiplying both sides by @ — 1 gives

a"—1=@— D +a+a?+---+a™).
Step 1: 6664 = 765- 8 + 544, and so 544 = 6664 — 765-8
Step 2: 765 = 544.1 4 221, and s0 221 = 765 ~ 544
Step 3: 544 = 221.2 4 102, and 0 102 = 544 — 221.2
Step 4: 221 = 102,24+ 17, and so 17 = 221 — 102+:2
Step 5: 102 =17-64-0
Thus ged(6664, 765) = 17 (which is the remuinder
obtained just before the final division). Substitute buck
through steps 4-1 to express 17 as a linear combination of
6664 and 765:

17 =221 - 102-2

=221 — (544 — 221.2) = 221.5 — 544.2

= (765 — 544)-5 — 544.2 = 765.5 — 544.7

= 765-5 — (6664 — 765-8)-7 = (—7)-6664 + 61.765.
(When you have finished this final step, it is wise to verify

that you have not made a mistake by checking that the final
expression really does equal the greatest common divisor.)

Swep2:13=2.6+1,andso1=13~2.6
Step3:6=1.6+ 0, and so ged(210, 13) = |

Substitute back through steps 2-1:
1=13-2.6
=13 ~ (210 — 16-13)-6 = (—6)-210+97-13

Thus 210: (~6) = 1 (mod 13). and so —6 is an inverse

for 210 modulo 13,

Compute 13 —~6 =7, and note that 7 = —6 (mod 13)
because 7 (-6)=13=13.1, Thus, by Theo-
rem 8.4.3(3), 210.7=210.(—6) (mod 13). It fol-
lows, by the transitive propenty of congruence, that
210:7 = 1 (mod 13), and so 7 is a positive inverse for
210 modulo 13.

This problem can be solved using either the result of part
(a) or that of part (b). By part (b) 210-7 = 1 (mod 13).
Multiply both sides by 8 and apply Theorem 8.4.3(3) 1o
abtain 210+56 = 8 (mod 13). Thus a positive solution
for 210x = 8 (mod 13) is x = 56. Note that the least
positive residue corresponding to this solution is also a
solution. By Theorem 8.4.1, 56 = 4 (mod 13) because
56 = 13-4 + 4, and so, by Theorem 8.4.3(3), 210:56 =
210-4 = 9 (mod 13). This shows that 4 is also a solu-
tion for the congruence, and because 0 < 4 < 13, 4 is
the Jeast positive solution for the congruence.

F

[

33. Hint: If as+bt = 1 and ¢ = au = by, then ¢ = asc +

bre = as(bv) + bt (au).

35, Proof: Suppose 4,4, s and 5’ are integers such that as =

as’ = | (mod n). Consider the quantity as’s, and note that
as’s = (as’)+s = (as)+s’. By Theorem 8.4.3(3), (as')+s =
1.5 =5 (mod n) and (as’)+s’ = L&’ =5’ (mod n). Thus
by transitivity of congruence modulo n, 5 = &' (mod ).
This shows that any two inverses for a are congruent
modulo n,

30) The numeric equivalents of H, E, L, and P are 08, 05, 12 and

16. To encrypt these lesters, the following quantities must
be computed: 8% mod 713, 59 mod 713, 12% mod 13, and
16% mod 713. We use the fuct that 43 =32 48424 1,

H: 8= 8(mod 713)

28, 82 = 64 (mod 713)
a 30|16 |18 |12 |6 84 = 64* = 531 (mod 713)
b 156 | 18 |12 0 8 = 5312 = 326 (mod 713)
r 18 [121s 0 8! = 3262 = 39 (mod 713)
> 18 5 82 = 392 = 95 (mod 713)
q Thus the ciphertext is
s 1 0 1 |-8 |9 89 med 713
! [} 1 2117 -~19 = (95' 326 '64'8) mod M3= 233.
u 0 1 ~819 -26 E: 515. § (mod 713)
_ - 5% =25 (mod 713)
d 1 {=2 117 1-19155 54 = 625 (mod 713)
newu 1 ~819 =26 5% = 6252 = 614 (inod 713)
newy 2l i-19]ss 5'% = 614° = 532 (mod 713)
sa+th 330118 [-6]|6 6
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5% = 5322 = 676 (mod 713)
Thus the ciphertext is
59 mod 713
= (676-614-25.5)mod 713 = 129.

L: 12=12(mod 713)
122 = 144 (med 713)
12* = 144? = 59 (mod 713)
128 = 597 = 629 (mod 713)
12% = 6292 = 639 (mod 713)
12*? = 639% = 485 (mod 713)
Thus the ciphertext is
12%n0d 713

450

P: 16 = 16(mod 713)
16? = 256 (mod 713)
16% = 2562 = 653 (mod 713)
168 = 6532 = 35 (med 713)
16 = 352 = 512 (mod 713)
16® = 5122 = 473 (mod 713)
Thus the ciphertext is
169 mad 713

= (473.35:256.16) mod 713 = 128,
233 129 048 128,

(Again, note that in practice, mdxvxd
bet are grouped together in blocks during encrypuon so that
deciphering cannot be accomplished through knowledge of
frequency patterns of letters or words. We kept them sep-
arate so that the numbers in the computations would be

Therefore, the encrypted message

smaller and easier to work with.)

= (485.629- 144 12) mod 713 = 48,

39, By exercise 38, the decryption key, d, is 307. Hence, to
decrypt the inessage, the following quantities must be com-
puted: 675%7 mod 713, 89%7 suod 713, and 4837 imod 713,
We use the fact that 307 =256 + 32 + 16 4 2 + 1.

675 = 675 (mod 713)

675° = 18 (mod 713)

675% = 182 = 324 (mod 713)
675° = 324% = 165 (mod 713)
675" = 165% = 131 (mod 713)
6757 = 1312 = 49 (mod 713)
675% = 49% = 262 (mod 713)
67518 = 2622 == 196 (mod 713)
675%%¢ = 196* = 627 (mod 713)

89 = 89 (inod 713)

892 = 78 (mod 713)

804 == 782 = 380 (mod 713)
89% = 3802 = 374 (mod 713)
89'6 = 374 = 128 (mod 713)
892 = 1282 = 698 (mod 713)
89% = 6982 = 225 (mod 713)
80'2 = 2252 = 2 (mod 713)
89%% = 2* = 4 (mod 713)

8.5 Solutions and Hints to Selected Exercises A-73

48 = 48 (mod 713)
482 = 165 (mod 713)
48% = 131 (mod 713)
488 = 49 (mod 713)
4816 = 262 (mod 713)
48 = 196 (mod 713)
48% = 627 (mod 713)
48" = 627* = 266 (mod 713)
4856 = 2662 = 169 (mod 73)

Thus the decryption for 675 is
6757 mod 713 == (675FOHIHIEH2HYY pd 713
= (627-49-131.18:675) mod 713 =3, which
corresponds to the letter C.
The decryption for 89 is
893 ynod 713 = (R9MEHITHEI2HY pog 713
= (4.698-128-78-89) mod Ti3=15, which
corresponds to the letier 0.
The decryption for 48 is
4837 1ngd T13 = (4BBEHLHI6TTHY 1) 713
= {169+196+262:165:48) mod 713 = 12, which
corresponds to the letter L.
Thus the decrypted message is COOL.

41, a. Hint: For the inductive step, assume p | 4142 . .. 9541 and

let @ = q142...4,. Then p|ag,41, and either p = g,4)
or Euclid's lemma and the induclive hypothesis can be
applied.

42, a, When @ =15 and p=7,a"! = 156 = 11390625 =

1 (mod 7) because 11390625 — | = 7.1627232,

Section 8.5

1. a.

Ry is not antisymmetric: 1 8, 3
and3 R, tand 1+ 3,

R, is antisymmelric: There are
no cases where a R bandl
bRaonda # b,

2
3 o——-—-—-—-——-—ro
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5% = 5322 = 676 (mod 713)
Thus the ciphertext is
5% mod 713
= (676:614.25.5)mod 713 = 129,

L: 12 = 12 (mod 713)

122 = 144 (mod 713)

12! = 144* = 59 (mod 713)
12% = 592 = 629 (mod 7}3)
12! = 629% = 639 (mped 713)

16/5 = 35? = 512 (mod 713)
6°2 = 512% = 473 (mod 713)
Thus the ciphertext is
16% mod 713
= (473-35.256-16) mod 713 = 128.

THerefore, the encrypted message is 233 129 048 128,
/Again, note that in practice, individual letters of the alpha-
ct are grouped together in blocks during encryption so that
deciphering cannot be accomplished through knowledgg of
frequency patterns of letters or words. We kept thertlsep-
arate so that the numbers in the computati
swaller and easj work wi

39. By exercise 38, the decryption key, d, is 307. Hence, t0
decrypt the message, the following quantities must be com-
puted: 675°% mod 713, 897 mod 713, and 48%7 mod 713
We use the fact that 307 = 256+ 32+ 16+ 24 1.

675 = 675 (mod 713)

6752 = 18 (mod 713)

675* = 182 = 324 (mod 713) /\
675% = 324% = 165 (mod 713)

675' = 1652 = 131 (mod 713)

675% = 1312 = 49 (mod 713)

675% = 492 = 262 (mod 713)

675'% = 2622 = 196 (mod 713)

675%6 = 1962 = 627 (mod 713)

89 = 80 (mod 713) /
892 = 78 (nod 713)

89¢ = 78 = 380 (mod 713)

898 = 3802 = 374 (mod 713)

89% = 3742 = 128 (mod 713)

89% = 1282 = 698 (mod 713)

89% = 6982 = 225 (mod 713)

89'2% = 225% = 2 (mod 713)

8926 = 22 = 4 (mod 713)

4

Yyrogd)

would be

;Hf’jq

8.5 Solutions and Hints to Selected Exercises A-73

48 = 48 (mod 713)

48% = 165 (mod 713)

48% = 131 (mod 713)

488 = 49 (mod 713)

4816 = 262 (mod 713)

48% = 196 (mod 713)

4854 = 627 (mod 713)

48128 = 6277 = 266 (mod 713)
48%56 = 266% = 169 (mod 713)

Thus the decryption for 675 is
6757 mod 713 = (675%6+3 1164241y 1o 713
= (627-49:131-18.675) mod 713 =3, which
corresponds to the letter C.
The decryption for 89 is
89%7 110d 713 = (89W6+IZHIGHIH Y iyl 713
= (4-698-128-78.89) mod 713 =15, which
corresponds to the letter O.
The decryption for 48 is
48397 1pod 713 = (48256+32+16+2+1y 1y 713
= (169-196-262-165:48) mod 713 = 12, which
corregponds to the letter L.
Thus the decrypted message is COOL.

41, ax-HintFe QUCIVE Stepeassuine. 2 permgyrry AN
lg¥a = 142 . . . gs. Then p | agepy, and either p = ggpy
or Euclid’s lemma and the inductive hypothesis can be
applied.

42, a. When a =15 and p=7,a"" = 15% = 11390625 =
1 (mod 7) because 11390625 — 1 = 7-1627232.

Section 8.5

1. a.

Ry is not antisymmetric: L Ry 3
and3 Ry land 1 # 3.

b.
0 v
R, is antisymmetric: There are
no cases where a R b and
bRasanda#D.
v
3 R,
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